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ABSTRACT 

 
ARTICLE INFO 

Security plays an important role in today's world. The basic aim of security is to 

protect important data and various critical resources. Usually there is use of textual 

based password but it can be easily cracked by various well known attacks such as 

dictionary attacks, shoulder surfing, brute force etc. This system aims to provide 

robust security against such well known attacks using hybrid authentication by means 

of graphical system and alphanumeric password using ASCII values.  
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I. INTRODUCTION 

Today’s world is era of technology also generally 

mentioned as digital world. In this digital world technology 

is growing day by day and due to this data is increasing 

accordingly. This data may be misused by various attacks. 

Data protection is a legal necessity. As data consist sensitive 

information which can be misused. There are many security 

models which use textual based password. User usually use 

small password like small words or numbers. In this security 

model there is use of multiple layers of authentication for 

login to any system. There are use of alphanumeric 

password as well as one more password which is graphical 

and use a 3D matrix which consist of many lower case, 

upper case letters, numbers and uses ASCII value for 

submission of the password which is been entered for 

authentication. Graphical passwords are password used for 

authentication which consist of pictures, figures, design 

such as geometric shapes, matrix etc. By using just 

graphical password it is easy to user to remember, it easily 

but they may be hacked by well -known attackers.  

II. PREVIOUSLY USED ALGORITHMS 

There are many previously used algorithms for password 

oriented system which uses graphical passwords for 

authentication or for login. Some systems are mentioned 

below. A. For login into a system the graphical system use 

concept like pass faces where there is face of people and  

 

pictures. In this system there is grid of multiple pictures of 

any things or In this system at the time of login the user 

have to select his/her password from grid of faces from 

multiple faces which he/she had registered at the time of 

registration. B. Another type of graphical system is similar 

to the above graphical system which uses the graphical 

image grid. This image can be any image of things, people, 

places etc. At the phase of registration the user need to 

select his password and get registered. The password is then 

selected from the grid of images at time of login the selected 

image from password will generate a two digit no 

mentioning number of row and column of the image in grid 

matrix. Then matrix of numbers will be generated. Users 

have to choose the interaction number which is particular 

number row and particular number column and that digit 

will be the final password for login or authentication. 

III. PRAPOSED SYSTEM 

This system is hybrid system generally said as password 

based authentication system which uses graphical password 

by help of ASCII and also an alphanumeric password. 

Multiple layers of security have been provided through this. 

There are four main phases of this matrix based hybrid 

password system; they are registration 1, registration 2, 

login phase 1, login phase 2, authentication and 

authorization.  
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A. Registration phase 1  

This phase is the very first phase of the system. In the 

phase of registration user needs to register himself/herself 

for the system to get its access of the system. In registration 

phase user needs to fill the personal details such as first 

name, last name, address, email id, gender, display name 

and the main thing alphanumeric password which should 

contain minimum one smaller case and one upper case 

letter, minimum one digit number and one symbol. 

B. Registration phase 2  

After completion of registration phase 1 there is registration 

phase 2 where user have to register his/her graphical 

password. There is a grid of alphabet and numbers in 8*8 

matrixes. User need to select the password from the grid of 

matrix of 8*8. Every letter, numbers or any symbol have a 

standard ASCII value for it. For every selected letters as 

password their respective ASCII number and their sum is 

stored in the database as its password with the display 

name. The selected values of password should consist of 

minimum Five values as a password. User can select or 

keep multiple graphical passwords for login by option try 

again in this phase. This all multiple graphical passwords 

and their sum is stored in the database to use it at time of 

logging in into the system. 

 

C. Login phase 1 

 Login phase is the phase to enter into any system using 

user credentials after authentication .This is the 1 st phase 

of hybrid system password. In login phase 1 of this system 

the user should enter his/her display name and the 

alphanumeric password which he/she registered of the time 

of registration phase 1. There is also login option for admin 

for administration of the system. The user gets into the 

second login phase when they entered credentials are 

authenticated in this phase.  

D. Login phase 2  

After the login phase 1 if user is authenticated it is 

authorized to login phase 2. This is the second phase of the 

hybrid system password which contains multiple layers. 

The login phase 2 consists of a 8*8 matrix which contains 

grid of smaller and upper case alphabets and numbers. It is 

basically a table which is 3D GUI. There are controls 

provided to the table in all the three coordinates such as X, 

Y, Z coordinator. User can change the display of the table 

for manually recognizing the coordinates. In this phase 

while login or entering the password to the person standing 

back him cannot recognize it. As the coordinates value 

change the matrix rotate accordingly through X, Y and Z 

axis. Users have to select the registered graphical password 

from the table. As the user select one by one letter on value 

the addition of their ASCII is set accordingly in the ASCII 

value column below or user may directly enter the sum of 

ASCII value which was generated at the time of registration 

phase 2, after selecting the password for graphical system. 

Along with user name or display name and submit it for 

logging in. here is this phase user can select any graphical 

password. From multiple graphical password he/she had 

registered at time of registration. Any one graphical 

password or its sum and the display name from the 

registered database lead the user to need to enter the 

system. 

 

Fig: System Architecture 

IV. AUTHENTICATION AND AUTHRISATION  

Authentication is the act of the user is a registered or 

valid user or not. If the user passes the authentication 

process the user is authorized to the system.  

In this hybrid password system after the registration 

phase when the user wants to login into the account the user 

needs to enter his/her alphanumeric password in the login 

phase 1 with display name. When the entered name and 

password matches the data from database of respective 

name the user is authorized and send to next login phase 

that is h ybrid login phase 2 of ASCII system of graphical 

table.  

In this phase 2 of login when the user enters the sum of 

passwords created by ASCII values of password and 

display Name it is again matched with the database and if 

matched then authentication phase is completed properly 

and the user get access of the main system. user only have 

three chances to get into the main system in authentication 

phase after exceeding the limit of three chances the user 

gets blocked and cannot get any access to the system by one 

way. 
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V. RESULT ANAYSIS 

 

 

 

The above graph shows the analysis of different types 

of combinations formed by using alpha numeric password, 

graphical password and the last block that is hybrid system 

that is combination of alpha numeric and graphical 

password. As shown in graph it states that hybrid system 

provide highest security for authentication in any system.  

This system the first phase consist of alpha numeric 

password so the combination of minimum length of 4 letter 

in password which consist one capital letter, one small 

letter, one number, and one character together have 

combination 3966711 number. About 3966711 numbers of 

minimum combinations can occur using alpha numeric 

password and more numbers of combinations can be 

generated as the length of password increases.  

Now for graphical password there is validation of 

minimum four characters. As the length of graphical 

password increases the number of combinations which are 

formed increases accordingly as shown in the above table. 

 As we have use the hybrid system for authentication 

both the layers of passwords that are alpha numeric 

password and graphical password together provide very 

large range of combinations which provides very huge 

security which is almost impossible to crack by any means. 

The graphical password helps the user to remember it easily 

as the visual memory of human being is strong and human 

can remember very easily the things which are seen than 

any other.  

VI. CONCLUSION 

To give a highest security system which will protect our 

resources and information from the various types of attacks 

and make the digital era in the world more secure. 

Providing multiple layers of security for users to secure 

critical resources in this digital world. Layers provide 

multiple layers of security to the resources if the first layer 

is cracked by any means of attack the next layer is almost 

impossible to crack as it uses ASCII method and if the 

person fails to log in to the system by three attempts the 

system gets blocked and cannot be further accessed by 

anyone except the administrator. Hence this system 

provides highest level ho security.  
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